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ABSTRACT

Virus (in biology) refers to organism, means that terribly tiny creatures. Likewise, Virus may be a tiny sized program
in laptop world however will cause severe damaging actions to computer(s). Virus may result in poor performance,
loss of knowledge, loopholes in system. attributable to it, everybody World Health Organization uses computers have
a worry of losing knowledge. Resultant, virus developer becomes powerful by holding Associate in Nursing exotic
power to attack. High losses become a very important concern for sober laptop users. to limit them, virus should be
detected and ascertained to grasp however they turn out severe destruction. varied virus detection techniques, that ar
helpful in virus bar, ar delineated in paper. they're conjointly usually employed in development of antivirus systems to
modify virus detection, leading to a security mechanism that has power to limit virus i.e. doesn't permit virus to infect

alternative files on system
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1.INTRODUCTION

Computer viruses area unit known as viruses as a
result of they share a number of the traits of biological
viruses. A trojan horse passes from pc to pc sort of a
biological virus passes from person to person. There
area unit similarities at a deeper level, as well. A
biological virus isn't a animate thing. a pandemic could
be a fragment of polymer within a protecting jacket.
not like a cell, a pandemic has no thanks to do
something or to breed by itself -- it's not alive. Instead,
a biological virus should inject its polymer into a cell.
The infectious agent polymer then uses the cell's
existing machinery to breed itself. In some cases, the
cell fills with new infectious agent particles till it
bursts, cathartic the virus. In alternative cases, the new
virus particles bud off the cell one at a time, and
therefore the cell remains alive. A trojan horse shares a
number of these traits. A trojan horse should
piggyback on high of another program or document so
as to induce dead. Once it's running, it's then ready to
infect alternative programs or documents

1.1 What's Virus ?

A virus could be a tiny piece of software package that
piggybacks on real programs. as an example, a scourge
would possibly attach itself to a program like a
computer program program. on every occasion the
computer program program runs, the virus runs, too,
and it's the possibility to breed (by attaching to
different programs) or work mayhem. laptop viruses
typically talk to programs that accidentally get into
computers, disrupt the traditional operation, and cause
injury to information and programs. However, not all
programs that cause injury area unit real viruses.

1.2 Styles Of Viruses

This section presents a broad classification of viruses.
Most viruses square measure in truth “hybrid” combos
of varied properties from multiple categories the
foremost common square measure :
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Fig-1: Styles of computer viruses

» Worms

A worm may be a little piece of software system that
uses laptop networks and security holes to duplicate
itself. a replica of the worm scans the network for one
more machine that incorporates a specific security
hole. It copies itself to the new machine victimisation
the protection hole, then starts replicating from there,
as well. Worms square measure self replicating and
self propagating computer virus. It primarily
communicates to others systems on network. Its main
target is to infect systems on the network in contrast to
a scourge, that needs to infect files on system. A worm
may be a computer virus that has the flexibility to
repeat itself from machine to machine. Worms usually
move around and infect alternative machines through
laptop networks. employing a network, a worm will
expand from one copy improbably quickly. for
instance, the Code oligochaete replicated itself over
250,000 times in some 9 hours on July nineteen, 2001.
A worm typically exploits some type of security hole
in a very piece of software system or the software. for
instance, the Slammer worm (which caused mayhem in
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Gregorian calendar month 2003) exploited a hole in
Microsoft's SQL server.

» Trojan horses

A computer virus is solely a trojan horse. The program
claims to try to to one factor (it might claim to be a
game) however instead will harm once you run it (it
might erase your laborious disk). Trojan horses haven't
any thanks to replicate mechanically. It seems
legitimate, however will simply produce backdoor to
application that helps to achieve management of the
whole system remotely with none information and
permission of the legitimate user .

Example: Netbus, Back porta, SubSeven and AIDS
TROJAN DISK, Nuker , NetBus and BackOrifice,
Subseven.

» Macro Viruses

A macro virus could be a new form of computer
program that infects the macros among a document or
guide. once you open a data processing or computer
programme document, the macro virus is activated and
it infects the conventional guide (Normal.dot)-a
general purpose file that stores default document data
formatting settings. each document you open refers to
the conventional guide, and therefore gets infected
with the macro virus. Since this virus attaches itself to
documents, the infection will unfold if such documents
square measure opened on another pc.

Examples: DMV, Nuclear, Word conception.

» Polymorphic virus

challenges virus detection system. It uses a
polymorphic generator to change code while not
dynamical original program or formula. the best
technique for mutation is self-encryption. It encrypts
viruses body and hides its signature, and makes it
tough for detection. Each time, totally differentja
specialla uniquela distinct} key's employed in self-
encryption method to supply different viruses. when
propagation, polymorphic virus decrypts itself by its
own secret writing formula attach thereto and virus get
dead on host. To more limit its detection, polymorphic
virus goes through multiple encryption-decryption
method. Polymorphic virus are often detected
exploitation Emulation primarily based detection
system. a scourge which will inscribe its code in
numerous ways that in order that it seems otherwise in
every infection. These viruses ar tougher to discover.
Examples: Involuntary, Stimulate, Cascade, Phoenix,
Evil, Proud, Virus 101, 1260 was the primary
polymorphic virus, used completely different encoding
and secret writing method to evade detection, HPS,
Marburg.

» Multipartite viruses

A hybrid of Boot and Program viruses. They infect
program files and once the infected program is dead,
these viruses infect the boot record. after you boot the
pc next time the virus from the boot record hundreds in
memory so starts infecting different program files on
disk.

Examples: interloper, Flip, and strong drink .

» Boot Sector Viruses

As virus creators got a lot of refined, they learned new
tricks. One necessary trick was the flexibility to load
viruses into memory in order that they may keep
running within the background as long because the pc
remained on. This gave viruses a way more practical
thanks to replicate themselves. Another trick was the
flexibility to infect the boot sector on floppy disks and
laborious disks. The boot sector could be a little
program that's the primary a part of the software
system that the pc masses. The boot sector contains a
small program that tells the pc the way to load the
remainder of the software system. By swing its code
within the boot sector, a virulent disease will guarantee
it gets dead. It will load itself into memory
straightaway, and it's ready to run whenever the pc is
on. Boot sector viruses will infect the boot sector of
any magnetic disk inserted within the machine, and on
faculty campuses wherever millions of folks share
machines they unfold like conflagration. In general,
each possible and boot sector viruses aren't terribly
threatening any further. the primary reason for the
decline has been the large size of today's programs.
Nearly each program you get these days comes on a
optical disk. Compact discs can't be changed, which
makes virus infection of a CD not possible. The
programs area unit therefore huge that the sole
straightforward thanks to move them around is to shop
for the CD.

» E-mail viruses

An e-mail virus moves around in e-mail messages, and
frequently replicates itself by mechanically mailing
itself to dozens of individuals within the victim's e-
mail address book. the newest issue within the world
of pc viruses is that the e-mail virus, and also the genus
Melissa virus in March 1999 was spectacular. genus
Melissa unfold in Microsoft Word documents sent via
e-mail, and it worked like this: somebody created the
virus as a Word document uploaded to an online
newsgroup. Anyone UN agency downloaded the
document and opened it'd trigger the virus. The virus
would then send the document (and so itself) in AN e-
mail message to the primary fifty folks within the
person's address book.

The ILOVEYOU virus, that appeared on might four,
2000, was even easier. It contained a bit of code as AN
attachment. folks that double clicked on the attachment
allowed the code to execute. The code sent copies of
itself to everybody within the victim's address book so
started corrupting files on the victim's machine. {this
is|this is often|this will be} as easy as a virulent disease
can get. it's extremely a lot of of a bug distributed by e-
mail than it's a virulent disease. within the case of the
ILOVEYOU virus, the total issue was human-
powered. If someone double-clicked on the program
that came as AN attachment, then the program ran and
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did its issue. What fueled this virus was the human
disposition to double-click on the possible.

2. History Of Viruses

THE HISTORY OF COMPUTER VIRUSES

1981 Apple Viruses 1, 2, & 3
1980's Fred Cohen
1987 Lehigh Virus
1988 The first anti virus software
- 1990 The first polymorphic viruses
1991 Symantec releases Norton Anti Virus
1992 The Michelangelo Virus
1994 Kaos4 virus spreads via adult websites.
- 1996 The Concept virus ‘

Fig-2 : History of viruses

» 1981 - the primary Virus within the Wild
As delineate in Robert Slade's history, the primary
virus within the wild really predated the experimental
work that outlined current-day viruses. it had been
unfold on Apple Il floppy disks (which contained the
operative system) and acknowledged to own unfold
from American state A&amp;M. Elk Cloner, the
primary virus spreads from Apple 11 floppies.
> 1983 - the primary Documented Experimental

Virus
Fred Cohen writes a paper “Computer Viruses -
Theory and Experiments”. Len Adelman coins the
term Virus. They produce the primary virus on a VAX
11/750 machine running on UNIX system. On
Gregorian calendar month three, 1983, the primary
virus was planned of as Associate in Nursing
experiment to be bestowed at a weekly seminar on pc
security. The thought was initial introduced during this
seminar by the author, and also the name 'virus' was
thought of by Len Adleman. once eight hours of
professional work on a heavily loaded VAX 11/750
system running UNIX system, the primary virus was
completed and prepared for demonstration. among per
week, permission was obtained to perform
experiments, and five experiments were performed.
» 1986 - Brain, PC-Write Trojan, &amp; Virdem
First laptop virus was created and termed the Brain
virus. The virus was created in West Pakistan and may
be a boot sector virus, i.e., it affects solely the boot
records. It falls underneath the concealing virus class.
The common story is that 2 brothers from West
Pakistan analyzed the boot sector of a disk and
developed a way of infecting it with an outbreak
dubbed "Brain"” (the origin is mostly accepted however
not absolutely). as a result of it unfold wide on the
favored Microsoft disk operating system laptop system
this is often generally known as the primary pc virus;
although Cohen’s experiments and therefore the Apple
Il virus predated it.
» 1987 - File Infectors, Lehigh, &amp; Christmas

Worm
First memory resident file infector was discovered in
Lehigh University and named Lehigh. Attacks possible
files. capital of Israel virus initial appeared at the
Hebrew University, Jerusalem. It’s another memory

resident file infector. the primary file viruses began to
seem. Most focused on COM files; COMMAND.COM
above all. the primary of those to infect
COMMAND.COM is usually rumored to be the
Lehigh virus.1988 - MacMag, Scores, & Internet
Worm.
First anti-virus was Den Zuk created in Dutch East
Indies. it absolutely was designed to observe and take
away the Brain virus and immunize disks against a
Brain infection. Cascade Virus is found in European
country. it's associate encrypted virus, which means it
absolutely was coded so it might not be analyzed
simply. MacMeg, a hypercard virus hits Macintosh
machines. net Worm causes the primary net crisis and
shuts down several computers.
» 1989 - AIDS Trojan
Data Crime virus is on the loose and strikes on Fri the
thirteenth. Dark assaulter virus, attacks slowly, so it
goes unheeded. Fredo virus discovered in Israel. it's the
primary full-stealth file infector. This Trojan is known
for holding knowledge captive. The Trojan was sent
out underneath the semblance of associate AIDS data
program. once run it encrypted the user's disk drive
and demanded payment for the decipherment key.
» 1990 - VX BBS &amp; very little blacklist
(AT&amp;T Attack)
Many anti-virus product square measure introduced as
well as IBM’s McAfee, Digital Dispatch, and Iris.
Viruses combining varied characteristics develop just
like the Polymorphism and many-sided. Bulgarian
virus exchange mill (VX) BBS starts in an exceedingly
massive approach. Virus authors kind a ‘forum’ to
exchange tips and tricks. Mark Ludwig writes a book
“The very little blacklist of pc Viruses” that tells you
the way to write down virus programs.
» 1991 — hard liquor
Symantec releases Norton antivirus package. Tequlia,
a stealth, polymorphic and multi-partite virus is found.
hard liguor comes from Schweiz. it's the primary
Polymorphic virus and changes itself to avoid
detection .Tequila was the primary polymorphic virus;
it came out of Schweiz and altered itself in an effort to
avoid detection.
» 1992 - Michelangelo, DAME, &amp; VCL
Media mayhem greeted the virus Michelangelo that
March. Predictions of huge disruptions were created,
and anti-virus package sales soared. Michelangelo
seems. Induces hysteria with threats of huge damages,
however really little or no happened. 2 new ‘tool kits’
square measure released: Dark Avenger Mutation
Engine (DAME) and Virus Creation Laboratory
(VCL). they will assist you produce your own Viruses.
Michelangelo was the primary media darling. A
wordwide alert went out with claims of huge injury
expected. Actually, very little happened. constant year
the Dark attacker Mutation Engine (DAME) became
the primary toolkit that might be accustomed flip any
virus into a polymorphic virus.
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» 1995 - Year of the Hacker

Anti-virus corporations worry regarding staying
profitable with the emergence of Windows ninety five
as a result of the boot viruses cannot infect it, thus the
attainable ruinous loss of business. however the macro
viruses that do infect the Windows-95 applications
before long seem keeping the anti-virus corporations
happy and within the inexperienced. the net Liberation
Front virus hits Griffith Air Force Base, Korean
Atomic analysis Institute, NASA, reaction propulsion
Laboratory, GE, IBM and alternative corporations on
legal holiday. the primary macro virus to attack Word
files, Concept, is free.

» 1996 - Boza, Laroux, &amp; Staog

Concept, a macro-virus, becomes the foremost
common virus within the world. Laroux is that the 1st
virus to infect Microsoft stand out spreadsheets. Boza
is that the 1st virus designed specifically for Windows
ninety five files. Laroux is that the 1st stand out macro
virus. And, Staog is that the 1st UNIX operating
system virus (written by identical cluster that wrote
Boza). Boza, the primary virus designed specifically
for Windows ninety five files arrives. Laroux, the
primary stand out macro virus seems. Staog, the
primary UNIX operating system virus attacks UNIX
operating system machines.

3.Impact and Effects

* Nuisance

» Spoofing

+ Denial of Service

 Overwriting and Data diddling

+ Destruction

» Psychologica

« Compromise or Loss of Data

* Loss of Productivity

+ Denial of Service

» Data Manipulation

4. Stages Within the Lifetime of Virus

During its period, an outbreak generally goes through
the

subsequent four stages:

Four Phases of a Virus

2 =
Z_1. Dorman t Phase . 2
g5 2
3% géring' Phase

ecution Phase

Fig-3: Four phases of an outbreak
» Triggering part :
Triggering part are often caused by a spread of system
events, together with a count of the amount of times
that this copy of the virus has created copies of itself .

> Propagation part:

In this part, the virus places a homogenous copy of
itself into alternative programs or into bound system
areas file. as an example ,according to the system
date, the virus gets activated.

» Execution part :

The actual operate of the virus is performed within the
execution part. The operate is also harmless, like
displaying some messages on screen, or damaging, like
destroying programs and record..

» Dormant part:

During this section, the virus is idle and might
eventually

activated by some event just like the prevalence of a
particular date or the presence of another progra .For
instance, per the system date, the virus gets activated..
5.CONCLUSION

The current trend looks to be for folks to stress
concerning the potential threats of tomorrow, which
can ne'er return to fruition, as hostile the $64000 risks
of nowadays. the simplest recommendation to follow is
to stay aware of what the hazards square measure right
here, at once and to shield against them. whereas you
are regarding yourself concerning the long run, you
may be missing what is right below your nose.
Viruses square measure completely not mysterious
living things even supposing media tend to assume
therefore. Viruses square measure solely programs
written by programmers and zip else. Viruses don't
seem to be inevitable in any manner and therefore the
best answer is to be told the way to endure them as we
tend to sometimes do with their biological
counterparts. it's vital in-tuned in mind that any palmy
antiviral protection depends heavily on the human
issue specifically, package designers, security officers,
systems directors and users. Viruses will solely exist,
reproduce and unfold if a minimum of one in all these
four human parts has created an error.
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